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Protecting Patient Privacy

De-identification of data under HIPAA

Privacy and compliance officers across the healthcare ecosystem today 
are part of an exciting new landscape of connecting data to improve 
patient outcomes. Sharing patient health data can improve care 
continuity, accelerate clinical research and help estimate and manage 
patient health risk factors. 




One major challenge is ensuring that data sharing with third parties is 
done in a manner that protects patient privacy at every step. 




In this e-book, we tackle several important questions facing privacy 
and compliance officers, starting with how and when an organization’s 
data is considered “de-identified” under the 1996 Health Insurance 
Portability and Accessibility Act (HIPAA).


While tokenization is a critical step, it is not enough under HIPAA for 
the information to be considered de-identified. 




There are only two ways to render data “de-identified” under HIPAA: 
Safe Harbor and Expert Determination.


One way to protect patient privacy is to remove identifying information 
from the health data in question. This can include removing the 
patient’s name, address, date of birth and any other information that 
could enable their identity to become known. 




Often, a first step is to “tokenize” data. This is the process of removing 
or modifying by hashing and encrypting any Personally Identifiable 
Information (PII). Hashing makes the tokens irreversible, reducing the 
risk of re-identification. 




Strong tokenization schemes must ensure that any reverse 
engineering or correlation to other reasonably available identifying 
information will not risk re-identifying any given patient. 



A common misconception, even among those who are familiar with 
HIPAA, is that “tokenization” equals “de-identification.”  


Safe Harbor 

Under the Safe Harbor method, a predetermined set of 18 data values 
must be redacted from a dataset. Safe Harbor is a highly prescriptive 
method that protects patient privacy. However, it also greatly reduces 
the utility of the remaining dataset for research purposes. 




A straightforward example is that removing service dates, such as 
admission and discharge dates, which is necessary if following Safe 
Harbor, means that information that could help understand disease 
progression is no longer available in a dataset.


Expert Determination

The second option is conducting an Expert Determination, which 
mandates human expert review. In this scenario, a tokenized dataset 
derived from PII is analyzed by a human expert with deep domain 
expertise in statistics and data science. The expert performs a 
statistical analysis of the tokenized values to determine if the tokens 
pose a very small risk of re-identification or if further “remediation,” or 
data removal, is needed. 
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4

Deciding which method to use

If both Safe Harbor and Expert Determination can provide 
assurance that a dataset is legally de-identified, how does one 
decide which method to use?




Expert determination is the preferred method by most 
organizations looking to make their data available for further 
research and analysis. The primary reason is that expert 
determination provides a great deal of flexibility when trying  
to maintain the utility of a dataset without compromising  
patient privacy. 




For example, in rare diseases with perhaps just a few thousand 
diagnosed patients, their diagnosis, full zip code and a few other 
data elements may raise the risk that someone - potentially a 
“bad actor” - could figure out a patient’s identity or uniquely 
recognize them in a dataset. 




In such cases, the expert may recommend redaction, 
modification or removal of additional data elements in the 
existing tokenized dataset to further reduce risk of re-
identification. These recommendations are typically 
documented in a written expert determination report, 
sometimes referred to as a “certification.” 




Organizations must then implement these recommendations as 
remediations to their existing tokenized data. Once this step is 
complete, the remediated dataset must receive a final review 
and certification by the human expert.


01 Data quality and standardization

Experts look for clear alignment between the data dictionary and the 
dataset or sample provided, as an indicator of data quality.




Regarding standardization, organizations looking to move quickly may 
consider using multiple different experts to scale the effort. However, 
the use of potentially distinct and non-standard approaches across 
different experts can make it hard to implement efficient practices that 
make HIPAA compliance an ongoing and scalable process. Working 
with the same expert builds familiarity with their approach, reducing 
time to project completion.


Expert determination at speed and scale

While expert determination may be the preferred method for 
healthcare organizations looking to make their datasets HIPAA 
compliant, completing expert determinations at speed and scale can 
be challenging.




To start, there must be a human expert with a unique combination of 
specialized skills in statistics and scientific principles; knowledge of the 
Health Insurance Portability and Accountability Act (HIPAA), privacy 
principles, and diverse sources of data and use cases; and access to 
advanced privacy technology.  


What’s next are  for obtaining fast and  
fit-for-purpose expert determination that can make privacy and 
compliance a more seamless, transparent and scalable process.

five key considerations
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03  Speed and scale

Considering the growing need for expert determination in the 
healthcare data ecosystem, there is a surprisingly small number  
of experts and companies that specialize in this field. Individual 
practitioners may have a backlog of projects, and getting a project  
to the top of their queue may be a difficult and lengthy process.




An organization with a critical mass of privacy experts and the 
appropriate application of technology can deliver both speed  
– expert determinations in weeks, not months – and scalability, 
applying machine learning and human insights from past projects to  
gain efficiency. 


04  Technology integration

Once an expert determination report is issued, it is incumbent upon the 
requester to implement any required changes or remediations to the 
dataset in order to render it truly de-identified under HIPAA standards. 
Without in-house expertise or technology, expert determination can 
quickly become a months-long process. 




Experts with access to advanced technology environments are able  
to recognize similarities in datasets and drive consistency, predictability 
and speed in how those datasets are handled. Integration of experts with 
a technology platform can provide the ability to quickly and easily submit 
single or multiple datasets for expert determination and track project 
status through to completion.

In addition, a privacy platform may be set up to implement the expert’s 
remediation recommendations and dramatically reduce manual 
intervention and human error. Experts then conduct a last check to 
verify that remediations have been applied correctly and produce a 
final certification.

05  Ongoing support and maintenance

Expert determination is rarely a “one and done” activity. A new expert 
determination may be needed when new attributes or value types are 
added, the data is going to a different type of recipient, or when two 
datasets are connected. Combined datasets require a new expert 
determination and certification, even if the individual datasets were 
already previously certified by an expert as HIPAA de-identified.




Having an ongoing relationship with the same expert service can help 
to quickly address new needs as they emerge, versus starting over 
every time. Having access to monitoring and remediation technology 
ensures ongoing compliance of existing datasets as they grow. 




Navigating the expert determination landscape and process can be 
daunting, from finding an expert and providing the necessary data 
inputs to understanding reports and implementing recommendations. 




Accelerating the process with the right experts and technology can 
lead to more streamlined, transparent and satisfying processes for 
privacy and compliance officers.

02  Understanding of use cases

A deep understanding of what the dataset or combined datasets will  
be used for helps the expert conduct a fit-for-purpose assessment of 
which fields of data are more critical to retain, while preserving  
patient privacy.
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Three key criteria for evaluating privacy 
expert services and technology 

01  Data security 

02  Expertise

Data security is critical to any service or technology dealing with 
sensitive health data. HIPAA lays out security guidelines for 
organizations handling PHI (protected health information). Service 
providers may follow global, cross-industry standards and frameworks 
(such as ISO27001 or SOC2) or they may choose to adhere to 
healthcare-specific frameworks, like HITRUST CSF.




With a clear internal security framework in hand, it is easier to engage 
with vendors on how they can meet and align with the security 
safeguards that your organization needs to meet. Reputable vendors 
will be open to transparent conversations about their security strategy 
and what they’re doing to protect data.   




Another important factor is understanding what data experts will need 
to access and process for their analysis. The vendor should enable the 
proper controls and access to your data and follow the principle of 
“least access.” For example, technologists monitoring data quality 
would have less access, defined by their role, than experts who may 
need more privileges for the purposes of viewing and analyzing data.


Privacy experts working in expert determination are highly skilled. They 
have backgrounds in data science, statistics and mathematics and 
often have advanced degrees in these areas. Repeated engagement 
with healthcare datasets enables qualified experts to understand use 
cases, see patterns, detect risks and make recommendations that 
clients can trust.


03  Seamless integration

These experts create complex reports and analytics dossiers and 
should be able to clearly communicate the pros and cons of certain 
rules and requirements. This allows clients to obtain expert 
determinations that are fit-for-purpose and meet HIPAA compliance. 

Even today, time-consuming email exchanges are often needed to 
engage in a single expert determination process. In addition, privacy 
experts can be disconnected from the remediation process used to 
apply their privacy rules to a dataset to render it de-identified, making 
the whole process longer and cumbersome.




New technologies are making it possible to seamlessly interface with 
experts and automated remediation. These advanced platforms also 
allow experts to remain independent. The platform will bring over rules 
from the expert determination report and apply them with automated 
remediation. Experts then verify the remediations and deliver final 
certifications at speed and scale. 




Imagine this scenario: A simple login allows you to upload a dataset 
and instantly communicate with a human privacy expert. The expert 
communicates directly with you and works within the platform to 
complete an expert determination report. Remediations are 
automatically initiated in the technology platform as part of the same 
workflow. The expert is able to audit the remediations and certify your 
dataset as de-identified for third party data exchange. All this happens 
in a secure and transparent environment, allowing easy tracking  
and compliance management for single or multiple  
datasets simultaneously.  
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Summary

The journey to making data shareable starts with ensuring data is 
truly de-identified under HIPAA. Tokenization is the first step, 
followed by the HIPAA-mandated methods of either Safe Harbor or 
expert determination.




The choice depends on the balance between business needs, 
research objectives and, most importantly, patient privacy protection.




The process of de-identification can be challenging, laborious and 
time-intensive for organizations to navigate and often takes months to 
complete. But it doesn’t have to be – if one seeks the right expertise. 




We’ve explored expert determination in greater detail and how 
technology can complement and accelerate the work of human 
privacy experts to bring transparency and speed to a difficult but 
critical part of healthcare data exchange.




In conclusion, when looking for expert determination, seek out 
privacy experts who make it easy to engage through a technology 
platform with the highest data security standards. 
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